[image: A black text with white background

Description automatically generated]
SimioCloud Information Security Overview
This SimioCloud Information Security Overview describes SimioCloud’s security practices that apply to Confidential Information provided to SimioCloud by clients and other third parties.  SimioCloud maintains security policies that provide guidelines, requirements, and procedures designed to reduce risk and provide for the confidentiality, integrity and availability of SimioCloud’s technology assets and of client/third-party data contained in SimioCloud’s systems. SimioCloud engages qualified, independent third parties annually to audit and validate security measures. SimioCloud security measures may be subject to change at SimioCloud’s sole discretion.
Shared Processing Environment
In accordance with the Terms of Service, SimioCloud may perform the Services through CSPs from a facility that is owned by such third parties, a portion of which is available for use by SimioCloud or its Affiliates through a co-location arrangement, or a similar environment that is managed by SimioCloud personnel. Any such facility, location, or environment must meet, at a minimum, the applicable requirements established herein in all material respects.
System Security
Multiple levels of network security are utilized, including routers, firewalls, and access control lists. Servers are centrally managed to ensure timely patch updates, anti-virus signature updates, and usage of strong passwords by all users. SimioCloud maintains documented authorization and change management processes and logs system access on several levels.
1. Safeguards.  SimioCloud shall, and shall require its applicable service providers to, maintain reasonable administrative, technical and physical controls designed to ensure the privacy, security, and confidentiality of Client Data (“Safeguards”), that comply with this Exhibit, applicable industry standards, and Laws, including:
0. Physical Access. Maintaining physical access controls designed to secure relevant facilities, infrastructure, data centers, hard copy files, servers, backup systems, and equipment used to access Client Data, including controls to prevent, detect, and respond to attacks, intrusions, or other system failures.  SimioCloud shall log physical access housing systems that process, store, or transmit Confidential Information.
0. User Authentication. Maintaining user authentication and access controls within operating systems and applications. 
0. Personnel Security. Maintaining personnel security policies and practices restricting access to Client Data, including written confidentiality agreements and background checks consistent with applicable law for all personnel with access to Client Data or who maintain, implement, or administer applicable information security programs. 
0. Logging and Monitoring.  Logging and monitoring the details of access to Confidential Information on networks, systems, and devices.  
0. Malware Controls.  Maintaining reasonable and up-to-date controls to protect networks, systems, and devices that access Client Data from malware and unauthorized software.
0. Security Patches. Maintaining controls and processes designed to ensure that networks, systems, and devices (including operating systems and applications) that access Client Data are up-to-date, including application of security updates and patches to systems and applications that process Client Data. 
0. User Account Management.  Implementing reasonable user account management procedures to securely create, amend, and delete user accounts on applicable networks, systems, and devices. User account management shall include unique user accounts for access, a review of user access rights every 6 months at most, a review of privileged user access rights quarterly, and allow limited and controlled access to appliable internal networks. 
0. Password Requirements. Maintaining a password policy for systems and applications that process Confidential Information that, at a minimum, requires passwords to: be a minimum of twelve (12) characters in length; be encrypted at rest and in transit; be masked when entered into a system or application; and lock accounts after 5 invalid login attempts.
1. Encryption Requirements.  Using a reasonable encryption standard, encryption of all Client Data that is (a) stored on portable devices or portable electronic media; (b) stored or maintained outside of SimioCloud’s or its service providers’ facilities, excluding hard copy documents; or (c) transferred across any network other than an internal company network owned and managed by SimioCloud or its service providers. 
1. Access Controls. SimioCloud shall, and shall require its appliable service providers to: (a) maintain reasonable controls to ensure that only individuals who have a legitimate need to access Client Data will have such access; (b)  promptly terminate an individual’s access to Client Data when such access is no longer required; and (c) log the appropriate details of access to Client Data. 
1. Training.   SimioCloud and its applicable service providers shall provide ongoing privacy and information protection training who access Client Data. 
1. Assessments; Audits; Corrections. 
4. Audits and Assessments.  SimioCloud will monitor risk to Client Data  to ensure that the Safeguards are properly designed and maintained to prevent unauthorized access to Client Data  and will periodically (but no less than once per year) assess and document the effectiveness of its Safeguards across the networks, systems, and devices (including infrastructure, applications, and services) of it and its applicable service providers used to access Client Data and update Safeguards as needed. In addition to any internal audits, SimioCloud shall conduct an annual privacy and security audit of its, or its applicable service providers’, Safeguards covering all relevant networks, systems, devices, and media used to access Client Data using a recognized third-party audit firm and a reasonable audit standard. Upon Client’s written request, SimioCloud shall provide Client a SOC 2 Report or equivalent audit of SimioCloud or its applicable service provider with whom SimioCloud has engaged to store and use the Client Data on SimioCloud’s behalf as permitted by the Terms.
4. Vulnerability Testing. SimioCloud shall periodically (but at least once per year) perform vulnerability testing on all SimioCloud internet-facing networks, systems, software and devices used to access Client Data. SimioCloud shall also periodically (but at least once per year) require its service providers to perform vulnerability testing on all internet-facing networks, systems, software and devices used to access Client Data. Client shall have no right to perform vulnerability or penetration testing on SimioCloud networks or systems, or the networks or systems of SimioCloud’s service providers. 
1. Incident Management and Breach Notification.  SimioCloud evaluates and responds to incidents that create suspicion of unauthorized access to or handling of SimioCloud Data, Client Data, or third-party data in SimioCloud’s control. SimioCloud’s information technology group is informed of such incidents and, based on the nature of the activity, defines escalation paths and response teams to address those incidents. The information technology group will work with the appropriate teams and, where necessary, with the affected client or third-party and/or outside law enforcement to respond to the incident. 
The goal of the incident response will be to restore the confidentiality, integrity, and availability of the SimioCloud system and the associated data, and to establish root causes and remediation steps. SimioCloud information technology staff will promptly report to SimioCloud’s legal department and SimioCloud’s Chief Technology Officer any incident that involves unauthorized access to or use of SimioCloud, client or third-party systems or data or a suspected criminal act so that they can assist in defining escalation procedures and chain of custody practices and in securing relevant evidence.
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