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Data Processing Addendum

This Data Processing Addendum (“DPA”) is incorporated into and forms part of the Terms of Service (“Terms”) pursuant to which SimioCloud has access to the Client’s Personal Data for the purposes stated in the Terms. The terms of this DPA shall apply to SimioCloud when SimioCloud is acting in the capacity of a Processor pursuant to Section 2a below.
1.	DEFINITIONS
Capitalized terms used but not defined below will have the meanings set forth in the Terms.
“Business” and “Service Provider” shall have the meaning as defined under applicable Data Protection Laws.
“Controller” means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the Processing of Personal Data.
“Data Protection Law” means any data protection law to the extent it applies to SimioCloud in connection with its use of Personal Data as a Processor to Client, including the U.S. Data Protection Laws.
“Personal Data” means the Client’s owned and/or licensed data, also referred to in the Terms as Client Data, that is Processed by SimioCloud on behalf of Client as a Processor in connection with the Services, that consists of “personal data” or “personal information” (or analogous variations of such terms) under applicable Data Protection Laws.
“Personal Data Breach” means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data.
“Process(es)” or “Processing” means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
“Processor” means the entity which Processes personal data on behalf of the Controller.
“Services” means the SimioCloud services that are available to Client pursuant to the Terms pursuant to which SimioCloud may use the Personal Data in connection with the provision thereof to Client.
“Subprocessor” means any third-party Processor engaged by SimioCloud to Process Personal Data on SimioCloud’s behalf in connection with SimioCloud’s provision of the Services to Client.
2.	ROLES OF THE PARTIES
a. SimioCloud as Processor.  The parties acknowledge and agree that with regard to the Processing of Personal Data in connection with the provision of the Services provided specifically for the Client, Client is the “Controller” or “Business” and has the sole and exclusive authority to determine the purposes and means of the Processing of Personal Data Processed.   SimioCloud is the “Processor” or “Service Provider” (in each instance, to the extent applicable in and as defined by Data Protection Law(s)) on behalf and under the instructions of the Client and shall comply with its respective obligations as a Processor under applicable Data Protection Law(s).
b. SimioCloud as Controller.  Notwithstanding anything in this DPA to the contrary, the parties acknowledge and agree that with regard to the Processing of Personal Data in connection with the provision of the Cooperative Services provided by SimioCloud to other SimioCloud customers excluding Client, SimioCloud is the “Controller” or “Business” with the authority to determine the purpose and means of the Processing of Personal Data subject to the Terms and the terms of this DPA shall not apply thereto.  Nothing in this DPA will be deemed to amend or otherwise modify the Terms related to SimioCloud’s permitted use of Personal Data as permitted by the Terms. 
3. 	DATA PROCESSING AND PROTECTION
a. Limitations on Processing Personal Data.  SimioCloud will Process Personal Data only: (i) in a manner consistent with documented instructions from Client, which will include Processing as authorized or permitted under the Terms; and (ii) as required by applicable Data Protection Law(s), provided that SimioCloud will inform Client (unless prohibited by such Data Protection Law) of the applicable legal requirement before Processing pursuant to such Data Protection Law.
b. No Sale or Share of Personal Data. Client and SimioCloud hereby acknowledge and agree that in no event shall the transfer of Personal Data from Client to SimioCloud pursuant to the Terms constitutes a sale of Personal Data or transfer of Personal Data for valuable consideration to SimioCloud, and that nothing in the Terms shall be construed as providing for the sale or transfer of Personal Data for valuable consideration to SimioCloud. SimioCloud will not (and shall ensure its Subprocessors do not) retain, sell, share, use, combine with personal data from another person, or disclose Personal Data for any purpose other than for the specific purpose of performing the Services for which Client has engaged SimioCloud or as otherwise permitted under applicable Data Protection Law(s). “Sell”, “sale”, and “share” shall have the meanings given to them in applicable Data Protection Law(s).
c. SimioCloud will ensure that persons authorized by SimioCloud to Process any Personal Data are subject to appropriate confidentiality obligations.
d. SimioCloud will implement measures designed to protect Personal Data that meet or exceed applicable requirements under applicable Data Protection Law(s). These measures include technical and organizational measures, such as the use of firewalls, access control protocols, business continuity measures, penetration tests, and patch management protocols. An overview of SimioCloud’s information security practices is available upon request.  
e. Disposal of Personal Data. As required by Data Protection Law(s) and/or the Terms, or otherwise at the Client’s direction, SimioCloud will delete all Personal Data after the end of the provision of Services (to the extent Personal Data is still in SimioCloud’s possession) unless applicable Data Protection Law(s) and/or the Terms requires the storage of such Personal Data by SimioCloud, in which case SimioCloud will only further retain and process such Personal Data for the limited duration and purposes required by such Data Protection Law(s) and/or the Subscription Term.
f. Client Obligations. Client is responsible for ensuring its compliance with all necessary transparency and lawfulness requirements under Data Protection Law(s) for the Processing of the Personal Data by SimioCloud, including obtaining any necessary consents and authorizations, prior to the earlier of (i) Processing Personal Data in SimioCloud’s Services on behalf of Client, or (ii) transfer of any Personal Data to SimioCloud. 

4. 	ASSISTANCE  
a. As required by applicable Data Protection Law(s), (i) SimioCloud will notify Client if (in SimioCloud’s opinion) an instruction given by Client to SimioCloud violates applicable Data Protection Law; and (ii) SimioCloud will notify Client if SimioCloud can no longer comply with its obligations under this DPA and, upon said notification and to the extent unauthorized use of Personal Data has occurred, Client may take reasonable and appropriate steps to stop and remediate said unauthorized use of Client’s Personal Data.
b. Data Subject’s Rights Assistance. Taking into account the nature of the Processing and the information available to SimioCloud, SimioCloud will reasonably assist Client by appropriate technical and organizational measures for the fulfilment of Client’s obligation to respond to requests for exercising any individual’s privacy or data protection rights provided under applicable Data Protection Law.
c. Security and Assistance. Taking into account the nature of Processing and the information available to SimioCloud, SimioCloud will reasonably assist Client in ensuring compliance with its security obligations under applicable Data Protection Law(s).
d. Personal Data Breach Notice and Assistance. SimioCloud will notify Client of any Personal Data Breach within seventy-two (72) hours after becoming aware of such Personal Data Breach, or sooner if required by applicable Data Protection Law(s). Taking into account the nature of Processing and the information available to SimioCloud, SimioCloud will assist Client in ensuring compliance with Client’s notification obligations under applicable Data Protection Law in connection with any Personal Data Breach.
e. Data Protection Impact Assessment Assistance. Taking into account the nature of Processing and the information available to SimioCloud, SimioCloud will assist Client in ensuring compliance with data protection impact assessment obligations under applicable Data Protection Laws(s) as requested by the Client.
5.	AUDITS
Upon Client’s request, SimioCloud will make available to Client information necessary to demonstrate SimioCloud’s compliance with this DPA, in the form of an ISO 27001/27701certificate, SOC 2 attestation report, or compliance summary report. These materials will be deemed the Confidential Information of SimioCloud under the Terms. If Client reasonably believes SimioCloud is in material breach of this DPA or if required by an authority with applicable jurisdiction, then, as a reasonable and appropriate step to ensure that Personal Data use is consistent with the DPA and subject to the terms of this Section 5, Client may conduct an on-site audit (at its expense) of SimioCloud’s systems and procedures as may be necessary to verify SimioCloud’s compliance with this DPA. Client will provide no less than thirty (30) days’ advance notice of its request for any such on-site audit and will cooperate in good faith with SimioCloud to schedule any such audit at a mutually agreed upon date and time (such agreement not to be unreasonably withheld by either party). Any such on-site audit must occur during SimioCloud’s normal business hours and be conducted by a nationally recognized independent auditor. The auditor conducting such audit will (and Client will be responsible for ensuring that the auditor will): (a) comply with reasonable and applicable on-site policies and procedures provided by SimioCloud, (b) sign a standard confidentiality agreement with SimioCloud, and (c) not unreasonably interfere with SimioCloud’s business activities. Client will provide written communication of any audit findings to SimioCloud, and the results of the audit will be the Confidential Information of SimioCloud. Client shall reimburse SimioCloud for any time expended to support or facilitate any such on-site audit at SimioCloud’s then-current professional services rates, which SimioCloud will provide to Client upon request. Unless required by Data Protection Law(s), Client’s audits of SimioCloud will be limited in frequency to not more than one (1) audit in any twelve (12) month period.
6.	SUBPROCESSOR
Subject to the Terms, Client authorizes SimioCloud to use Subprocessors to Process Personal Data in connection with the provision of Services to Client. Client will be given the opportunity to object to the use of any Subprocessor. Client will not object unless it has a reasonable belief that such change poses a materially new data protection risk to the Personal Data. SimioCloud reserves the right to terminate a Subscription Order Form if Client objects to SimioCloud’s use of a specific Subprocessor required by SimioCloud to provide the Services requested by Client. SimioCloud will impose data protection obligations upon any Subprocessor that are no less protective than those included in this DPA. SimioCloud will remain liable for any acts or omissions of its Subprocessors. SimioCloud will only share Personal Data with a Subprocessor as reasonably necessary for the Subprocessor’s performance of the Processing activities for which it was engaged by SimioCloud.
7.	MISCELLANEOUS
The terms of this DPA will control to the extent there is any conflict between this DPA and the Terms. Except as amended and modified by this DPA, the terms and provisions of the Terms remain unchanged and in full force and effect.
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