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CLIENT DATA SPECIFICATIONS
Client Data Requirements. Client will provide the following types of data for participation in the cooperative database and access to the Platform and Services.
[bookmark: _Hlk200437809]In addition to the terms of the Agreement, SimioCloud will provide to Client its SimioCloud Data Guidelines (“Guidelines”) for further assistance on the content and delivery specifications with respect to the Client Data outlined below.
Donor & Transactional Data (Mandatory): Donor and transactional data are foundational to participation in the SimioCloud cooperative database.
1. Donor data and personal identifiable information including full postal and email address (36 months donors minimally, but; complete history is advised)
2. Donor transaction data, including all dates and dollar amounts, (36 months donors minimally, but complete history is advised). Example details include:
a. Source data, including the type of campaign (direct mail, telemarketing, email, social networking, event, etc.)
b. Donation source, i.e. how the donation was given (direct mail, email, social, SMS, ongoing credit card charge, etc.)
3. Promotion history, including consumer contact information, audience sources, and creative package codes.
Customer Relationship Management (CRM) Data (“CRM Data”) (Optional): CRM Data are foundational for the usage and access to enhanced email products including acquisition audiences, reactivation audiences, and campaign analytics. Client will provide CRM Data, which includes user-level digital engagement and transaction information. This data encompasses categories such as:
1. User Engagement Data: Email opens, clicks, sends, unsubscribes, spam complaints, bounces
2. Transaction Data: Online donations, purchases, and other conversion activities
3. Form Interaction Data: Form starts, completions, and abandonments
4. User Profile Data: Contact information, segmentation attributes, and preference data
5. Suppression Information: Opt-out lists and communication preference data
Short Message Service (SMS) Data (“SMS Data”) (Optional): SMS (Short Message Service) communication data are foundational for the usage and access to enhanced SMS products including acquisition audiences, reactivation audiences, and campaign analytics. Client will provide SMS data which includes messaging engagement and response information. This data encompasses categories such as:
1. Message Delivery Data: Send timestamps, delivery status information
2. Response Data: Reply content, opt-out requests, keywords used
3. Engagement Data: Link clicks, conversion activities following SMS communication
4. Contact Data: Phone numbers, permissions, and opt-in records
5. Campaign Data: Campaign identifiers, message content references, and segmentation information
Anonymized 3rd Party Fundraising Data (“3rd Party Fundraising Data”) (Optional): 3rd Party Fundraising Data are foundational for the usage and access to enhanced digital acquisition audiences, digital reactivation audiences, and advanced business intelligence reporting. Client will provide anonymized data from 3rd party fundraising platforms (such as social media advertising platforms), which includes campaign performance and audience information. This data encompasses categories such as:
1. Campaign Performance Data: Ad impressions, clicks, conversions, and cost metrics
2. Audience Segment Data: Targeting criteria, audience size, and performance by segment
3. Attribution Data: Conversion pathways and source attribution information
4. Creative Performance Data: Creative element performance metrics and testing results
5. Temporal Data: Performance data organized by time periods (day, week, month)
Response Management Data (Optional): Caging data are foundational for the usage and access to enhanced audience products and client customized data enhancement products. Client will allow for the transfer of caging facility data of donor and transactional details, including images of reply devices and/or envelopes. This data collected from these sources encompasses categories such as:
1. Donor data and personal identifiable information including full postal address
2. Donor transaction data, including all dates and dollar amounts, plus associated giving vehicle, such as checks, cash, credit cards, IRAs and DAFs.  No credit card data will be captured.
3. Campaign source data accompanying the gift.
4. Donor communications through the replies such as handwritten communications and all marks in response to form-specific queries, commonly captured as flags.
5. Non-gift replies such as survey responses and submission of bounce back items without a donation.
6. Postal remission data such as checks mailed as a result of online banking, BREs with additional return postage and/or true white mail.  
Creative Content & Asset Data (Optional):  Creative content and asset‑level data are foundational for participation in the Creative Co‑op, enabling shared benchmarking, machine‑learning‑driven creative insights, and rapid assembly of omnichannel packages (direct mail, email, SMS, display, social, CTV, etc.). Client will provide creative assets and the metadata necessary to store, classify, test, and report on them. This data typically includes the following categories:
1. Asset Files & Variants – Final files for each channel (print‑ready PDFs, HTML email templates, image files, video cuts, SMS messages, display ads, etc.).
1. Asset Metadata – Descriptive details such as asset name, creative concept/theme, appeal/package ID, owning brand/campaign, channel, placement, dimensions, format specifications, and intended audience segment.
Providing these elements allows the Creative Co‑op to (a) surface high‑performing creative patterns across participating nonprofits, (b) power generative‑AI and modular‑content tools, and (c) deliver channel‑agnostic creative packages that are quickly deployable and performance‑optimized.
Client Data Limitations
Client must not submit the following types of Client Data:
1. Financial account numbers or access codes (e.g., bank account or credit card numbers or PINs)
2. Government identification numbers (e.g., social security or driver’s license numbers)
3. Protected health information as defined by HIPAA or other sensitive individual health information as defined in industry self-regulatory guidelines such as those issued by the Direct Marketing Association or Digital Advertising Alliance
4. Personally identifying information about children



Client Data Delivery; Updates
Donor & Transactional Data (Mandatory)
Client will ensure its Client Data is delivered within 14 days following execution of the Agreement. Client will transmit Client Data updates to SimioCloud on at least a monthly basis, unless agreed otherwise by the parties in writing. Updates must be current to within 30 days or less of the date of receipt by SimioCloud. If Client has not provided required updates, SimioCloud may suspend Client’s access to the Services until updates are current. All Client Data transmissions by Client to SimioCloud will be made by: Secure FTP, HTTPS, API or other mutually agreed upon secure, encrypted protocol. Further details of approved delivery methods are as stated in the Guidelines.
CRM Data, SMS Data, and 3rd Party Fundraising Data
Client will provide CRM Data, SMS Data and 3rd Party Fundraising Data updates daily via secure API connection or direct database connection, unless Client explicitly requests a reduced frequency, in which case updates must be provided no less frequently than weekly. All CRM Data must include appropriate timestamps to ensure data freshness can be verified.
SimioCloud may suspend Client’s access to products and services until data updates meet the required frequency. All data transmissions by Client to SimioCloud will be made via:
· Secure API connection using authentication protocols approved by SimioCloud
· Direct database connection with appropriate security measures
· Other mutually agreed upon programmatic secure connection methods
Response Management Data
Client will allow for daily automated transfer of response management data via secure API connection or direct database connection between Moore Response Management Group (Moore RMG) and SimioCloud. SimioCloud may suspend Client’s access to products and services until data updates meet the required frequency. All data transmissions from Moore RMG to SimioCloud will be made via:
· Secure API connection using authentication protocols approved by SimioCloud
· Direct database connection with appropriate security measures
· Other mutually agreed upon programmatic secure connection methods
Creative Content & Asset Data
Client authorizes the transfer of creative content and asset data—including data stored in Client-approved third-party platforms into SimioCloud through secure, programmatic connections.
All data transmissions from Client to SimioCloud will be made via:
· Secure API connection using authentication protocols approved by SimioCloud
· Direct database connection with appropriate security measures
· Other mutually agreed upon programmatic secure connection methods
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